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UNGGE Mechanism in Global Cyber Norm Building Process

Chuanying Lu, Le Yang
(Research Center for Cyberspace International Governance s Shanghai Institutes for International Studies)

Abstract Global governance in cyberspace has become an important agenda in
the international community, as large-scale surveillance, hacking and other malicious
actions threaten the development of cyberspace. The UN Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security ( UNGGE ) is the main international mechanism
for nation states to participate in forming cyber norms. Since its establishment in

2004, China has made remarkable achievements in the formation cyberspace norms.



However, different attitudes among parties on the applicability of existing
international norms in cyberspace, the definition of core concepts and other issues
have hindered the formation of norms on cyberspace governance. First, this article
reviews the situation and characteristics of the expert group. Secondly, it analyzes
the development process and challenges of the UNGGE mechanism in creating norms
of state behavior in cyberspace. Finally, it puts forward suggestions on how China
can lead the process of international network standardization by participating in the

work of the UNGGE.
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